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Job Title: Security Engineer – Authentication & Customer Portal
Location: Dublin (hybrid engagement)

Role Overview
We are seeking a skilled Security Engineer to design, and deliver detailed security requirements for implement, and maintain secure authentication and web application security control mechanisms  for a new customer-facing portal. This role will be critical in ensuring that customer data is protected while enabling a seamless and secure user experience for accessing, downloading, and amending policy documents.
The successful candidate will work closely with engineering, product, and business stakeholders to embed security best practices across the platform, particularly focusing on identity and access management.

Key Responsibilities
Authentication & Security Design
· As the IT security resource on the project, deliver detailed security requirements and controls as input into the project and liaise with project stakeholders during the requirements gathering, high level design, low level design work phases. 
· Work with IT Architecture to input and consult on the Dsecurity solution design to capture  and implement secure authentication and authorization solutions for the customer portal (e.g., MFA, SSO, password policies) and other required security application controls.
· Ensure all access to customer accounts and documents is protected through robust identity and access management controls.
· Ensure secure handling of sensitive customer data within the portal, especially for document access, download, amendment and storage
· Perform threat modelling and risk assessments focused on authentication flows and secure session management.
· Enforce secure coding practices and review implementations related to identity services.
· Carry out security assurance testing to validate that all security controls in scope have been applied and implemented as per the signed off requirements and design. 
Customer Data Protection
· Ensure secure handling of sensitive customer data within the portal, especially for document access, download, and amendment.
· Implement safeguards such as encryption, secure session handling, and monitoring of suspicious activities.

Operational Support
· Provide support mechanisms for secure password resets and account recovery processes.
· Assist in troubleshooting authentication-related issues and incidents.
· Work with customer support teams to improve the security and usability of account recovery procedures.
Collaboration & Stakeholder Engagement
· Attend and contribute to project meetings, technical workshops, and design sessions.
· Partner with product, engineering, and compliance teams to align security with business requirements
· Work with project stakeholders to ensure relevant information security policies, standards and processes are complied with including security best practise.
· Provide guidance and training to teams on secure authentication practices.
Security Governance & Compliance
· Ensure authentication mechanisms meet regulatory and compliance requirements relevant to the insurance industry (e.g., GDPR, FCA guidelines).
· Support audits and security reviews by providing documentation and evidence of controls.

Skills & Experience
Essential
· Strong experience with engaging on projects delivering highly secure customer-facing web and/or mobile applications.
· Experience in security engineering, with a focus on authentication and identity management.
· Strong knowledge of authentication and authorization protocols (OAuth2, OpenID Connect, SAML).
· Experience implementing secure customer-facing web or mobile applications.
· Understanding of common security threats (OWASP Top 10) and mitigation strategies.
· Experience with password management, MFA, and account recovery processes.
Desirable
· Experience in financial services or insurance sector.
· Familiarity with identity platforms (e.g., Azure AD B2C, Auth0, Okta).
· Knowledge of regulatory requirements related to customer data protection.

Soft Skills
· Strong communication and stakeholder engagement skills.
· Ability to work collaboratively in cross-functional teams.
· Proactive mindset with a focus on continuous improvement.
· Ability to explain technical security concepts to non-technical audiences.
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